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COURSE DESCRIPTION:

This is the first and the second of four semester courses designed to provide students with experience in current and emerging networking technology that will empower them to enter employment and/or further education and training in the computer networking field. A task analysis of current industry standards and occupational analysis was used to develop the content standards. Instruction includes, but is not limited to, safety, networking, network terminology and protocols, network standards, LANs, WANs, OSI models, cabling, cabling tools, routers, router programming, star topology, Ethernet, Token Ring, Fiber Distributed Data Interface, TCP/IP addressing, dynamic routing, routing, and the network administrator’s role and function, and network standards. Particular emphasis is given to the use of decision-making and problem-solving techniques in applying science, mathematics, communication, and social studies concepts to solve networking problems. In addition, instruction and training are provided in the proper care, maintenance, and use of networking software, tools, and equipment and all local, state, and federal safety, building, and environmental codes and regulations.
Prerequisite: GCO353 Data Communications
Credits: 3

COURSE OBJECTIVES:

· Identify and describe the functions of each of the seven layers of the OSI reference model

· Describe data link and network addresses and identify key difference between them

· Define and describe the function of MAC address

· List the key internetworking functions of the OSI Network layer

· Identify at least three reasons why the industry uses a layered model

· Describe the two parts of network addressing, then identify the parts in specific protocol addressing examples

· Identify the functions of each layer of the OSI reference model

· Define and explain the five conversion steps of data encapsulation

· Describe the different classes of IP addressing (and subneting)

· Identify the functions of the TCP/IP network-layer protocols

· Examine router elements (RAM, ROM, show)

· Describe connection-oriented network service and connectionless network service, and identify their key difference

· Define flow control and describe the three basic methods used in networking

· Identify the functions of the TCP/IP transport- layer protocols

· Manage configuration files from the privileged exec mode

· Identify the functions performed by ICMP

· Control router passwords, identification, and banner

· Identify the main Cisco IOS software commands for router startup

· Check an initial configuration using the setup command

· Log in to a router in both user and privileged modes

· Use the context-sensitive help facility

· Use the command history and editing features

· List the commands to load Cisco IOS software from: flash memory, a TFTP server, or ROM

· Prepare to backup, upgrade, and load a backup Cisco IOS software image

· Identify the parts in specific protocol address examples

· List problems that each routing type encounters when dealing with topology changes, and describe techniques to reduce the number of these problems

· Configure IP addresses

· Verify IP addresses

· Prepare the initial configuration of you router and enable IP

· Add the RIP routing protocol to your configuration

· Add the IGRP routing protocol to your configuration

· Network Troubleshooting

MINIMUM AND RECOMMENDED HARDWARE REQUIREMENTS:

	Hardware
	Minimum required
	Academy recommendation

	Processor:
	166Mhz Pentium
	266Mhz or greater Pentium

	Memory:
	32mb
	64mb

	Operating System:
	Windows 95
	Windows 98 or Windows NT 4.0

	Monitor & Video Card:
	800 x 600 resolution
	1024 x 768 resolution


MINIMUM AND RECOMMENDED BROWSER REQUIREMENTS:


· If you are using Netscape Communicator, you need version 4.6.1 or 4.7.x. Netscape 6.x does not support many of the Flash and JavaScript features in CNAMS. If you are using Microsoft Internet Explorer, you need version 5.0 and you need to install the Java virtual-machine patch "msjavx86.exe" or use version 5.1 

· Java, JavaScript, and Style Sheets must be enabled in your browser's preference settings.

· The RealPlayer 7 plug-in must be installed. If you don't already have RealPlayer, you can find version 7.0 on the Real Media Site at:

http://www.real.com.

· The Shockwave/Flash plug-in must be installed. If you don't already have the latest version of the plug-in installed, you can find it on the Macromedia Site at:

http://www.macromedia.com/shockwave/download/

COURSE CONTENT:

Chapters:

· Computing Basics

· The OSI Reference Model

· Local Area Networks (LANs)

· Basics of Electricity

· Layer 1 - Media, Connections, and Collisions

· Layer 2 - Concepts

· Layer 2 - Technologies

· Design and Documentation

· Structured Cabling Project

· Layer 3 - Routing and Addressing

· Layer 3 - Protocols

· Layer 4 - The Transport Layer

· Layer 5 - The Session Layer

· Layer 6 - The Presentation Layer

· Layer 7 - The Application Layer

· Review

· WANs and Routers

· Router CLI

· Router Components

· Router Startup & Setup

· Router Configuration 1

· IOS Images

· Router Configuration 2

· TCP/IP

· IP Addressing

· Routing

· Routing Protocols

· Network Troubleshooting

COURSE REQUIREMENTS:

	Semester One Chapters Exams 
	30%
	On-Line Exams 

	Semester One Final Exam
	20%
	In-Class On-Line Exam (Course Midterm)

	Semester Two Chapters Exams 
	30%
	On-Line Exams 

	Semester Two Final Exam 
	20%
	In-Class On-Line Exam (Course Final)


METHODOLOGY:

Students required studying Cisco curriculum online and taking online exams. Exams schedule should be posted online in the Blackboard’s Course Calendar. Course should be enhanced using the Blackboard’s Discussion Board and Virtual Classroom. All the web links to the sites where students can gain any additional knowledge in networking technology should be posted on the Blackboard as well along with lecture notes.

Lab Exams:

Lab exams should be given for things like making patch cables, configuring IP addresses, punching down jacks and patch panels, testing cable runs and using test equipment, and simple hardware and software procedures.

Journals:

Students required to keep a technical or "engineering" journal. Typically, a journal is a paper, bound, composition book in which pages are not added or subtracted, but dated.

The types of journal entries include: daily reflections, troubleshooting details, lab procedures and observations, equipment logs, hardware and software notes, and router configurations 

Groupwork:

Groupwork refers to using a variety of student groupings to enhance student learning and create a vibrant classroom atmosphere. Groupings of 2 useful for studying online curriculum; groupings of 3 useful for doing cabling and other lab activities; groupings of 5 useful for oral exams and router teams. 

Troubleshooting:

Since the goal of the Academies Program is to train students to design, install, and maintain internetworks, they must develop troubleshooting skills. Troubleshooting should be introduced early in semester. Teaching troubleshooting typically involves more lab preparation by the teacher; but this time is well worth it. One way to teach troubleshooting is for the teacher to deliberately induce a finite range of problems in the host PC hardware setup, host software settings, host IP addresses, networking devices, and cabling; students (after having time to practice) diagnose and fix the problems in a finite amount of time. Of course, students must first see a working system, be shown the typical failure modes of that system, experience first hand the symptoms of those failure modes, and practice diagnosis and repair.

Web Research:

The wide variety of links built into the Teachers Guide, or to use your own favorite sites. In terms of bandwidth, the Web resources for teaching networking far exceed any textbook or even the online curriculum. Of course, one must find those resources and be a critical consumer of them, but this again is a worthwhile skill to help the students develop. 

TEXTBOOKS:

Online Curriculum: http://students.netacad.net Semester 1, Version 2.1.2

Cisco Networking Academy Program: Engineering Journal and Workbook, Volume I

Author: Vito Amato,

Copyright: 2000

Publisher:

MacMillan (Cisco Systems)

ISBN: 157870183X

Bibliography:

Cisco Networking Academy Program: First-Year Companion Guide, Revised Edition

Author: Vito Amato,

Textbook and CD

Copyright: 2000

Publisher:

MacMillan (Cisco Systems)

ISBN: 1587130033

Cisco Networking Academy Program: Flash Card Companion (Software)

Author: Vito Amato

Audio/Visual CD-ROM

Copyright: 2000

Publisher:

MacMillan (Cisco Systems)

ISBN: 1578701821

Instructor Materials:

Cisco Networking Academy Instructor Community Web site http://cisco.netacad.net
Cisco Networking Academy Instructor’s Guide http://cisco.netacad.net
CHAPTER ANALYSIS:

CISCO SEMESTER ONE:

CHAPTER 1:  COMPUTING BASICS

· Basics of Computer Hardware

· Basics of Computer Software

· Binary Numbers

· Basic Networking Terminology

· Digital Bandwidth

CHAPTER 2:  THE OSI MODEL

· General Model of Communication

· The OSI Reference Model

· Comparison of the OSI Model and the TCP/IP Model

CHAPTER 3:  LOCAL AREA NETWORKS (LANs)

· Basic LAN Devices

· Evolution of Network Devices

· Basics of Data Flow Through LANs

· Building LANs

CHAPTER 4:  LAYER 1 - ELECTRONICS AND SIGNALS

· Basics of Electricity

· Basics of Digital Multimeters

· Basics of Signals and Noise in Communications Systems

· Basics of Encoding Networking Signals

CHAPTER 5:  LAYER 1 - MEDIA, CONNECTIONS, AND COLLISIONS

· Most Common LAN Media

· Cable Specification and Termination

· Making and Testing Cable

· Layer 1 Components and Devices

· Collisions and Collision Domains in Shared Layer Environments

· Basic Topologies Used in Networking

CHAPTER 6:  LAYER 2 CONCEPTS

· LAN Standards

· Hexadecimal Numbers

· MAC Addressing

· Framing

· Media Access Control (MAC)

CHAPTER 7:  LAYER 2 TECHNOLOGIES

· Basics of Token Ring

· Basics of Fiber Distributed Data Interface (FDDI)

· Ethernet and IEEE 802.3

· Layer 2 Devices

· Effects of Layer 2 Devices on Data Flow

· Basic Ethernet 10Base-T Troubleshooting

CHAPTER 8:  DESIGN AND DOCUMENTATION

· Basic Network Design and Documentation

· Planning Structured Cabling: Wiring Closet Specifications

· Planning Structured Cabling: Identifying Potential Wiring Closets

· Planning Structured Cabling: Selection Practice

· Planning Structured Cabling: Horizontal and Backbone Cabling

· Planning Structured Cabling: Electricity and Grounding

· Planning Structured Cabling: Cabling and Grounding

· Design Practice No. 1: Wiring Plan for Ethernet Star Topology LAN

· Design Practice No. 2: Multiple Earth Ground Problems

· Network Power Supply Issues: Power Line Problems

· Network Power Supply Issues: Surge Suppressors and Uninterruptible Power Supply (UPS) Functions

CHAPTER 9:  STRUCTURED CABLING PROJECT

· Project Planning

· RJ-45 Jack and Outlet Installation

· Basics of Cable Installation

· Structured Cable Run Installation

· Stringing, Running, and Mounting Cable

· Basics of Wiring Closets and Patch Panels

· Range of Equipment for Testing Structured Cabling Projects

CHAPTER 10:  LAYER 3 - ROUTING AND ADDRESSING

· Importance of a Network Layer

· Path Determination

· IP Address within the IP Header

· IP Address Classes

· Reserved Address Space

· Basics of Subnetting

· Creating a Subnet

CHAPTER 11:  LAYER 3 PROTOCOLS

· Layer 3 Devices

· Network-to-Network Communications

· Advanced ARP Concepts

· Routable Protocols

· Routing Protocols

· Other Network Layer Services

· ARP Tables

· Interior Gateway Protocols (IGP) and Exterior Gateway Protocol (EGP)

· Protocol Analyzer Software

CHAPTER 12:  LAYER 4 - THE TRANSPORT LAYER

· The Transport Layer

· TCP and UDP

· TCP Connection Methods

CHAPTER 13:  LAYER 5 - THE SESSION LAYER

· The session layer overview

· The session layer in terms of analogies

· Dialogue control

· Dialogue separation

· Layer 5 protocols

CHAPTER 14:  LAYER 6 - THE PRESENTATION LAYER

· The presentation layer functions and standards

· File formats

· Data encryption and compression

CHAPTER 15:  LAYER 7 - THE APPLICATION LAYER

· Basics of the Application Layer

· Domain Name System

· Network Applications

· Application Layer Examples

CISCO SEMESTER TWO:

CHAPTER 1:  REVIEW

· The OSI Model

· LANs; Layers 1,2 and 3

· TCP/IP Addressing

· Host Layer (the Upper 4 Layers of the OSI Model)

Chapter 2:  WANs and Routers

· WANs

Devices

Standards

Technologies

· WANs and Routers

Router Basics

The function of a router in a WAN

CHAPTER 3:  ROUTER CLI

· Router User Interface

· Using The Router Interface and Interface Modes

CHAPTER 4:  ROUTER COMPONENTS

· Router Components

· Router Show Commands

· Router's Network Neighbors

· Basic Networking Testing

CHAPTER 5: ROUTER STARTUP AND SETUP

· Router Boot Sequence and Setup Mode

Router startup routine and sequence

Commands related to router startup
· System Configuration Dialog

Using the setup command

Setting up global and interface parameters and script review

CHAPTER 6: Router Configuration 1
· Router Configuration Files

Working with pre-Release 11.0 configuration files

Using the copy running-config tftp and copy tftp running-config commands

Using NVRAM with Release 11.x.

· Router Configuration Modes

Global configuration modes

Configuring routing protocols

Interface configuration commands
· Configuration methods

CHAPTER 7: IOS IMAGES

· The Basics of IOS Versions

Locating the Cisco IOS software

Configuration register values

The show version command

· Bootstrap Options in Software

Boot system commands

Preparing for the use of TFTP

The show flash command

· IOS Naming and Software Image Backup

Cisco's IOS naming conventions

How to load a software image backup

CHAPTER 8: Router Configuration 2
· Configuring a Router from the CLI after Start-up Config has been erased

Router configuration process

Router password recovery procedure on 1600 and 2500 series routers
· Router Configuration Lab

CHAPTER 9: TCP/IP

· The TCP/IP Protocol Suite

The Internet TCP/IP protocols and the OSI model

NTCP/IP protocol stack

TCP and UDP

TCP three-way handshake/open connection

TCP simple acknowledgment and windowing

· 2 Layer 3 Concepts

TCP/IP and the Internet Layer

Diagram the IP datagram

Internet Control Message Protocol (ICMP)

How ARP works

CHAPTER 10: IP ADDRESSING

· IP Addressing and Subletting

· The Role of DNS in Router Configurations

· Verifying Address Configuration

· Assigning New Subnet Numbers to the Topology

CHAPTER 11: ROUTING

· Routing Basics

· Why Routing Protocols are Necessary

· Distance-Vector Routing

· Link-State Routing

· The Context of Different Routing Protocols

CHAPTER 12: ROUTING PROTOCOLS

· Initial Router Configuration

· Interior and Exterior Routing Protocols

· RIP

· IGRP

· Challenge Labs

CHAPTER 13: Troubleshooting the 5-Router Network
The standard configuration

Describe typical layer 1 errors

Typical layer 2 errors

Typical layer 3 errors

Network troubleshooting strategies

ATTENDANCE:

All students are expected to maintain good attendance throughout the course; however, attendance is not considered a pass or fail criterion. 

SAMPLE COURSE OUTLINE

	WEEK
	TOPICS

	1 
	Computing Basics

The OSI Model

Local Area Networks

	2 
	Layer 1 - Electronics and Signals

Layer 1 - Media, Connections and Collisions

	3
	Layer 2 – Concepts

Layer 2 - Technologies

	4 
	Design and Documentation

Structured Cabling Project

	5 
	Layer 3 - Routing and Addressing

Layer 3 - Protocols

	6 
	Layer 4 - The Transport Layer

Layer 5 - The Session Layer

	7 
	Layer 6 - The Presentation Layer

Layer 7 - The Application Layer

	8 
	Midterm

	9 
	The OSI Model

WANs and Routers

	10 
	Routers CLI

Routers Components

Router Startup and Setup

	11
	IOS Images

Router Configuration

	12 
	TCP/IP

IP Addressing

	13 
	Routing

Routing Protocols

Routing Protocols

	14 
	Network Troubleshooting

	15 
	Final Exam


Sample Course Outlines and Lesson Plans are also available on Instructors community Web site.
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