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COURSE DESCRIPTION:

This is the third and the fourth in four semester courses designed to introduce new content and extend previously learned networking skills which will empower the student to enter the workforce and/or further their education and training in the computer networking field. A task analysis of current industry standards and occupational analysis was used in the development of content standards. .

Instruction introduces and extends the student’s knowledge and practical experience with switches, Local Area Networks (LAN’s) and Virtual Local Area Networks (VLAN’s) design, configuration and maintenance, Wide Area Networks (WANs), Integrated Services Data Networks (ISDN) and Point-to-Point Protocols (PPP) and Frame Relay design, configuration and maintenance. Students develop practical experience in skills related to configuring LAN’s, WAN’s, Novell networks, Internetwork Packet Exchange (IPX) routing and Interior Gateway Routing Protocol (IGRP) protocols, WAN’s, ISDN, PPP and Frame Relay protocols, and network troubleshooting.

Students may take the following exams upon the completion of this course:

· Networking +

· CCNA (Cisco Certified Network Associate) - exam 640-507

Prerequisite: MCO 119 OL Wide Area Networks (WAN) I

Credits: 3

COURSE OBJECTIVES:

· List the required IPX address and encapsulation type

· Configure IPX access list and SAP filters to control basic Novell trafic

· Enable the Novell IPX protocol and configure interfaces

· Monitor Novell IPX operation on the router

· Describe the advantage of LAN segmentation

· Describe LAN segmentation using bridges

· Describe LAN segmentation using routers

· Describe LAN segmentation using switches

· Name and describe two switching methods

· Describe full- and half-duplex Ethernet operation

· Describe network congestion problem in Ethernet networks

· Describe the benefits of network segmentation with bridges

· Describe the benefits of network segmentation with routers

· Describe the benefits of network segmentation with switches

· Describe the features and benefits of Fast Ethernet

· Describe the guidelines and distance limitation of Fast Ethernet

· Distinguish between cut-through and store-and-forward LAN switching

· Describe the operation of the Spanning Tree Protocol and its benefits

· Describe the benefits of virtual LANs

· Differentiate between the following WAN services: LAPB, Frame Relay, HDLC, PPP, and DDR

· Recognize key Frame Relay terms and features

· List commands to configure Frame Relay LMIs, maps, and subinterfaces

· List commands to monitor Frame Relay operation in the router

· Identify PPP operations to encapsulate WAN data on Cisco routers

· State a relevant use and context for ISDN networking

· Identify ISDN protocols, function groups, reference points, and channels

· Describe Cisco’s implementation of ISDN BRI

MINIMUM AND RECOMMENDED HARDWARE REQUIREMENTS:


	Hardware
	Minimum required
	Academy recommendation

	Processor:
	166Mhz Pentium
	266Mhz or greater Pentium

	Memory:
	32mb
	64mb

	Operating System:
	Windows 95
	Windows 98 or Windows NT 4.0

	Monitor & Video Card:
	800 x 600 resolution
	1024 x 768 resolution


MINIMUM AND RECOMMENDED BROWSER REQUIREMENTS:


· If you are using Netscape Communicator, you need version 4.6.1 or 4.7.x. Netscape 6.x does not support many of the Flash and JavaScript features in CNAMS. If you are using Microsoft Internet Explorer, you need version 5.0 and you need to install the Java virtual-machine patch "msjavx86.exe" or use version 5.1 .

· Java, JavaScript, and Style Sheets must be enabled in your browser's preference settings.

· The RealPlayer 7 plug-in must be installed. If you don't already have RealPlayer, you can find version 7.0 on the Real Media Site at:

http://www.real.com.

· The Shockwave/Flash plug-in must be installed. If you don't already have the latest verison of the plug-in installed, you can find it on the Macromedia Site at:

http://www.macromedia.com/shockwave/download/

COURSE CONTENT:
Chapters:

· Review: The OSI Reference Model and Routing

· LAN Switching
· Virtual LANs (VLANs)

· LAN Design
· Interior Gateway Routing Protocol (IGRP)

· Access Control Lists (ACLs)

· Novell IPX
· Network Management

· Review

· Wide Area Networks

· WAN Design

· Point-to-Point Protocol (PPP)

· Integrated Services Digital Network (ISDN)

· Frame Relay

· Network Management

· Network + Certification Exam Review

· CCNA Exam Preparation

COURSE REQUIREMENTS:

	Semester Three Chapters Exams 
	30%
	On-Line Exams 

	Semester Three Final Exam
	20%
	In-Class On-Line Exam (Course Midterm)

	Semester Four Chapters Exams 
	30%
	On-Line Exams 

	Semester Four Final Exam 
	20%
	In-Class On-Line Exam (Course Final)


METHODOLOGY:

Students required studying Cisco curriculum online and taking online exams. Exams schedule should be posted online in the Blackboard’s Course Calendar. Course should be enhanced using the Blackboard’s Discussion Board and Virtual Classroom. All the web links to the sites where students can gain any additional knowledge in networking technology should be posted on the Blackboard as well along with lecture notes.

Lab Exams

Increasingly sophisticated router configuration (IGRP, Access Lists, IPX); switch configuration; network troubleshooting skills.

Journals

Students required to keep a technical or "engineering" journal. Typically, a journal is a paper, bound, composition book in which pages are not added or subtracted, but dated.

The types of journal entries include: daily reflections, troubleshooting details, lab procedures and observations, equipment logs, hardware and software notes, and router configurations 

Groupwork

Groupwork refers to using a variety of student groupings to enhance student learning and create a vibrant classroom atmosphere. Groupings of 2 useful for studying online curriculum; groupings of 3 useful for doing cabling and other lab activities; groupings of 5 useful for oral exams and router teams. 

Troubleshooting

Since the goal of the Academies Program is to train students to design, install, and maintain internetworks, they must develop troubleshooting skills. Keep emphasizing troubleshooting throughout semester. Teaching troubleshooting typically involves more lab preparation by the teacher; but we think this time is well worth it. One way to teach troubleshooting is for the teacher to deliberately induce a finite range of problems in the host PC hardware setup, host software settings, host IP addresses, networking devices, and cabling; students (after having time to practice) diagnose and fix the problems in a finite amount of time. Of course, students must first see a working system, be shown the typical failure modes of that system, experience first hand the symptoms of those failure modes, and practice diagnosis and repair 

Web Research

The wide variety of links built into the Teachers Guide, or to use your own favorite sites. In terms of bandwidth, the Web resources for teaching networking far exceed any textbook or even the online curriculum. Of course, one must find those resources and be a critical consumer of them, but this again is a worthwhile skill to help the students develop. 

TEXTBOOKS:

Online Curriculum: http://students.netacad.net, Semester 3, Version 2.1.2

Cisco Networking Academy: Engineering Journal and Workbook (Volume 2) 

Author: Amato, Vito

Copyright: 2000

Publisher:

MacMillan (Cisco Systems)

ISBN: 1578701848

Bibliography:

Cisco Networking Academy Program: Second-Year Companion Guide 

Author: Amato, Vito

Textbook and CD

Copyright: 2000

Publisher: MacMillan (Cisco Systems)

ISBN: 1578701694

Cisco Networking Academy Program: Lab Companion  (Volume 2)

Author: Lorenz, Jim / Amato, Vito (Editor)

Copyright: 2000

Publisher: MacMillan (Cisco Systems)

ISBN: 1587130238

Cisco Networking Academy Program: Flash Card Companion Software 

Author: Amato, Vito

Audio/Visual CD-ROM

Copyright: 2000

Publisher: MacMillan (Cisco Systems)

ISBN: 1578701821

Instructor Materials:

Cisco Networking Academy Instructor Community Web site http://cisco.netacad.net
Cisco Networking Academy Instructor’s Guide http://cisco.netacad.net
CHAPTER ANALYSIS:

CISCO SEMESTER THREE

CHAPTER 1: The OSI Reference Model and Routing

· The OSI Reference Model and the Problems It Solves

· The Physical Layer of the OSI Reference Model

· The Data Link Layer of the OSI Reference Model

· Network Layer Functions

· Routing and the Different Classes of Routing Protocols

· The Transport Layer of the OSI Reference Model

CHAPTER 2: LAN SWITCHING

· Various LAN Communication Problems

· Full-Duplex Transmitting, Fast Ethernet Standard and LAN Segmentation

· Switching and VLANs

· The Spanning-Tree Protocol

CHAPTER 3: VLANS

· VLANs

· Segmentation with switching architectures

· VLAN Implementation

· Benefits of VLANs

CHAPTER 4: LAN DESIGN

· LAN Design Goals and Components

· Network Design Methodology

· Layer 1 Design

· Layer 2 Design

· Layer 3 Design

CHAPTER 5: Routing Protocols: IGRP
· The Network Layer Basics

· Routed and Routing Protocols

· IP Routing Protocols

· IGRP Operation

CHAPTER 6: ACLs

· Access Control Lists (ACLs)

· ACL Configuration Tasks

· Standard ACLs

· Extended ACLs

· Named ACLs

· Using ACLs with protocols

· Placing ACLs

· Verifying ACLs

CHAPTER 7: NOVELL IPX

· Cisco Routers in Netware Networks

· Novell Encapsulation

· Novell Routing

· Novell IPX Configuration

· Monitoring and Managing an IPX Network

CHAPTER 8: NETWORK MANAGEMENT

· Network Documentation

· Network Security

· Environmental Factors

· Network Performance

· Server Administration

· Network troubleshooting

CISCO SEMESTER FOUR

CHAPTER 1: REVIEW

· LAN Switching

· Virtual LANs

· LAN Design

· Routing Protocols

· Access List Overview

· IPX Routing Overview

CHAPTER 2: WANs

· WAN Technology

· WAN Devices

· How WANs relate to the OSI Model

· WAN Encapsulation Formats

· WAN Link Options

CHAPTER 3: WAN DESIGN

· WAN Communication

· The First Steps in WAN Design

· How to Identify and Select Networking Capabilities

CHAPTER 4: POINT-TO-POINT PROTOCOL (PPP)

· PPP

· PPP Session Establishment

· PPP Authentication

CHAPTER 5: Integrated Services Digital Network (ISDN)

· ISDN

· How ISDN Relates to the OSI Reference Model

· ISDN Uses

· ISDN Services: BRI and PRI

· ISDN Configuration Tasks

· Dial-on-Demand Routing

CHAPTER 6: FRAME RELAY

· Frame Relay Technology

· LMI: Cisco's Implementation of Frame Relay

· LMI Features

· Frame Relay Subinterfaces

· The Configuration of Basic Frame Relay

Chapter 7: Network Management

· The Administrative Side of Network Management

· Monitoring the Network

· Troubleshooting Networks

Chapter 8: Network + Certification Exam Review

· Basic Networking Knowledge

· Understand Physical Layer

· The Data Link Layer

· The Network Layer

· The Transport Layer

· TCP/IP Fundamentals

· TCP/IP Suite: Utilities

· Remote Connectivity

· Security

· Implementing Installation of the Network

· Maintaining and Supporting the Network

· Troubleshooting the Network

Chapter 9: CCNA Exam Preparation

· OSI Model

· Creating Subnets

· Router Commands

· LAN Switching

· Microsegmentation of a Network

· Who to ARP for?

· Switching Methods

· The Benefits of Virtual LANs (VLANs)

· Spanning Tree Protocol

· Skills Based Sample Scenario - Lab Test

ATTENDANCE:

All students are expected to maintain good attendance throughout the course; however, attendance is not considered a pass or fail criterion. 

COURSE OUTLINE

	WEEK
	TOPICS

	1 
	Review: OSI Reference Model

Introduce Threaded Case Study (TCS) 

	2 
	LAN Switching, VLANs, LAN Design; TCS

	3
	Routing Protocols (IGRP);TCS

	4
	Access Control Lists; TCS

	5
	Novell IPX; TCS

	6
	Network Management

	7
	Midterm

	8
	Review

	9
	WANs; WAN Design, TCS

	10
	PPP -- TCS

	11 
	ISDN -- TCS

	12 
	Frame Relay -- TCS

	13 
	Network Management

	14 
	Network+ Certification Exam Review

CCNA Certification Exam Preparation

	15 
	Final exam


Sample Course Outlines and Lesson Plans are also available on Instructors community Web site.
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